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0. L/

Operational risks April 2017

Likelih . Likelih
Threat ood | Impact| score Potential impact Mitigating actions Responsible | ood | Impact| score

APPENDIX N

The many customer facing services have been
contracted out and therefore staffing lies with the
contractor. Housing are still in house and we will
manage staffing levels. it is anticipated that we
will have outsourced the Forum and Park
Leisure Centre by April 2018.

Operational 1 201711 Key services, including statutory Management Board go-ordinate leave to ensure
Not having adequate 4 5 20 services and demand led services {that senior management is available. Management 3 4 12
staffing to deliver key cannot be delivered or delivered at . Board
services, an unacceptably low level. Staff holiday planning is undertaken by the
. managers within departments.
Consultancy services are used where unplanned
- absences will result in statutory services being

adversely affected. The Council has also agreed

mutual aid arrangements for professional support

with_other local guthorities.

The Council has a Business Continuity Plan.

Services that are contracted out do not depend on

the Council's premises being accessible.

The leisure services are not statutory - no access
Operational 2 201711 Key services, including statutory  |would be inconvenient and prevent users from .

i . o . i Executive

Access to operational 2 5 10 |services and demand led services enjoying the facilities. Director 1 3 3
buildings. : cannot be delivered.

Key back office functions performed in the Town
Hall can be carried out from uther operational
buildings.

' |There are several key holders for each operational
building.




‘Operational risks April 2017

Likelih . Likelih
Threat ood | Impact| score Potential impact Mitigating actions Responsible | ood | Impact| score
Households would potentially have , .
side waste if the refuse container |The waste collection service is contracted out.
Operational 3 2017/1 M%MQ_MWMM elodeysin There is a waste management snow plan M.mm_mﬁmi
Unable to coliect 3 5| 15 . 9 pian. rector - 2 3|l s
household waste . Community
- There are health and safety issues |There is capacity within the week to put on Services
with holding waste and particularly |additional collections to catch up from any delays.
side waste for householders. :
The BACS file is produced by the Council's
contractor a day ahead of time.
Operational 4 201711 Housing benefit recipients would - : . .
Unable to pay housing 3 5 15 |be unable to pay their rent and this .mH.”m MMWMM_A_M w_ﬂw:mmmﬂwﬂ_moq BACS from its _W:moﬂoﬂ of 2 2 4
benefits to claimants. may jeopardise their tenancies. PP ) esources
Payments can be made by alternative methods in
exceptional circumstances.
Operational 5 201711 .
Reduced income may
challenge the Council's The Housing Service seeks to
ability to focus on any ensure the majority of its .
more than the decent 3 5 15 investment is delivered through a W%M%Mfm“wm”Mﬁﬂmﬂﬂmﬁmwan__wwa%\% bl W..mm_mmmsﬁ 5 3
homes standard and delay procurement club which adds resources are focused appro _”.mmﬁm_ e L_.mo .o_. ) °
investment in the wider value, capacity and ensure value ppropriately. ousing
environment or the upkeep for money.
of communal areas on
estates
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Operational risks April 2017

Likelin Likelih
Threat ood | Impact| score Potential impact Mitigating actions Responsible | ood | Impact| score
Unauthorised access to sensitive Mzmc%%%ﬂw_“u”ﬂw “Bﬂﬁﬁmmﬁwnm _W_H.m Mo:ﬁﬁ_.o_w/_ twork
financia! information which may Ba ‘rements i u_< di b “._ 1 HM% r ﬂm ﬁ,oq
result loss of monies. Unauthorised | J-IreMENts Inciiding robust pene on tesiing
. to identify and address weaknesses.
access to personal data which may Installati £ t il filterina. Bl b
leave to Council viilnerable to nstatiation of semantec mat Titering, Bloxx we
ee o ae . filtering, robust firewalls, antivirus software.
. lifigation. Infection of the . o . .
Operational 9 2017/1 o e Third party support which includes installing up to
Significant breach of th 4 5| 20 |[Counci's network by malicious | e Gons and patches to reduce the risk of IT Team 2 3| 6
Oﬁ..: _m_m_._. ﬁ_woqx e ' viruses which may prevent the unauthorised mnomwm rinf o”.m ethensko v Leader
ouncil 1 netwo Council carrying its normal duties. E-learning pro BBBMqo_: _m._m 1ons. for all staff
The Council loses access to the earning prog n IT security for all sta
Public Sector Network which
increase operating costs and
impact on us delivering Council
services effectively.
Unable to effectively conduct On-going monitoring of system performance.
normal business activities. Disaster recovery arrangements in place with off;
Operational 10 2017/1 2 3 6 Loss of historical work and data.  [site real time replication of data, . IT Team 1 3 3
Significant system failure Failure to meet deadlines External support and maintenance contacts in Leader .
: place with appropriate Service Level Agreements
. Uncontrolied interventions which  [Change control procedure in place. External L.
Operational 11 2017/1 may inadvertently impact on the access by third parties is risk assessed. IT Team
Unmanaged access fo 3 2 8 . . 1 2 2
. Council's network leading to Leader
Council network
system downtown.




